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1 Installing and Licensing Turck Safety Configurator

1.1 Downloading the Software

NOTE
ﬂ The Turck Safety Configurator online help contains a detailed program description.

» Download the Turck safety Configurator from the Turck homepage here:

1.2 Installing the Software

» Unpack the downloaded ZIP archive and start the installation via "install.exe".

= The setup assistant leads through the installation.

1.3 Licensing the Software

The licensing is done via coupon code.

» Enter the coupon code on the Turck Homepage following this link:

» If the coupon code is missing, please order a coupon code via e-mail under the following e-mail
address:

1.3.1 Software Licensing for Virtual Machines (VM)

> Enter the coupon code on the Turck Homepage following this link:

> If the coupon code is missing, please order a coupon code via e-mail under the following e-mail
address:

14 Starting the Software

» Start the software via the program icon on the desktop.

= The Turck Safety Configurator starts with the Start Assistant, which will lead through the first
steps after program start.

2018/02 3


http://pdb2.turck.de/en/en/products/0000001400017a180005003a
http://www.turck.de/en/turck-safety-configurator-license-6174.php
mailto: TM-BWSoftwareSupport@turck.com
http://www.turck.de/en/turck-safety-configurator-license-vm-6177.php.
http://www.turck.de/en/turck-safety-configurator-license-vm-6177.php.
mailto: TM-BWSoftwareSupport@turck.com
mailto: TM-BWSoftwareSupport@turck.com
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2 Configuring the device with Turck Safety Configurator

2. Setting up a New Configuration

» Select "New configuration" in the Start Assistant and create a new configuration for the safety
monitor.

Start Assistant for safety monitor E3

Options

Diagnostics

Open configuration

| Show dialog on start-up

Fig. 1: Start Assistant

2.1.1 Adapting the Monbitor Settings

The dialog box "Monitor settings" is used to enter the basic data for the new configuration.

Manitor settings E3

Monitor information | Local IO

Configuration title
Tesﬂ

Release code

Function range

TBPN-Lx-FDIO1-210L

® TBEIPLx-+DIO1-210L

Monitor detection

Monitor type has not been detected! Interface ...

Fig. 2: Monitor settings

> Enter the configuration title in the register tab "Monitor information".

» Select the device type of the safety module (monitor type) in the section "Function range".
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» If no monitor is detected, open the settings for the interface to the connected device via the
"Interface..."-button and enter the IP address of the connected device under "UDP".

Interface configuration

() Offline
(@) UDP

o [

19z

Ok

| | Cancel | | Help |

Fig. 3: Interface configuration

» If the IP-address of the device is not known, search the network via the "..."-button.

» Select the device from the list and close with "OK".

Search IP Address

Index | IP Address

MaC Address

Mame Search |

1 192.165.1.110

00:07:46:0E:

0&:0D6

192.168.1.120/24

TEIP-LS-FOIOL-21

Flash LED

OF | | Cancel | | Help

Fig. 4: Search IP address
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= The safety module (monitor type) is detected, the connection is established.

Monitor settings

Monitar information | Local Ijo

Configuration title

’, Release code

-~ Function range

() TBPN-Lx-FDIOL-2100

(@ TBIP-Lx-FDIO1-2I0L

— Moritor detection

Monitar bype has been detected,

Ok

| | Cancel | |

Help

Fig. 5: Device (monitor type) detected




2.2 Setting up a Standard Configuration

The register tab "Local I/0" in "Monitor settings" shows the standard configuration for the local
device in- and outputs.

Monitor settings

Monitor information | Local IO

Terminal Safety Safety Safety Safety Safety
SOUrcing sinking Input antivalent electronical
oubpuk oubpuk inpuk inpuk
‘ FDI0f1 ® @] O ‘
‘ FDI 23 ® @] O ‘
‘ Fson . ‘
‘ FSo 1 . ‘
‘ FDX 45 ® O @] O O ‘
‘ FDX 6/7 ® O @] @] O ‘

Fig. 6: Standard configuration of the local 1/0

» Close the dialog box "Monitor settings" by pressing "OK".

= The standard configuration is created.
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2.2.1 Standard Configuration

Outputs:

For each device output, which means, for the two internal safety outputs FSO0 and FSO1 as well as
for the two SIL3-outputs FDX4/5 and FDX6/7 one release circuit (OSSD 1 - OSSD 4) is created. The
outputs are automatically linked to the first four CIP Safety input bits.

Inputs:

Additionally, one release circuit (63. OSSD and 64. OSSD) is created for each of the two SIL3-inputs
(FDIO/1 an FDI2/3). The inputs are also automatically assigned to the first two CIP Safety output bits.

- 0Ds A- Confiqurator for safety monitor - [Test] - [] - n x
18- Start: Edit. Display
[ =
g & F v =| g H w
Open Open Manitor Check Tile Monitar PC-> Contest
configuration = workspace ©  settings  configuration horizontally - operations ©  Manitor . - help -
File Configuration Wi ows Monitar Help ~

@
01 CIP Satety Inpur”
==
[5]

[o-1]
- CIR Safety nput

.

=1

“Anomatic stan”

[

- Putomatic start

2F50 0 Stop categary 0*

m

1]

- Stop category 0

(@ FS0 1 Stop category 0 -» 2. OS50
'D-2 CIP Safety Input”
S
)

02
- CIP Safety nput

=1

“Anomatic stand 1"

71

- Putomatic start

2F50 1 Stop categary 0*

m

a1

- Stop category 0

D3 CIP Safery Inpur”

=

03]
- CIP Safety nput

-
[31 —

“Aromatic standl”

[

- Putomatic start

<FOH 4/5 Stap categary 0

m

o4

- Stop category 0

D4 CIP Safety Input”

= 1f

.
i

[#0-4]
- CIP Safety hput

“FOI 243 Emergency shutdown”

9]
PFOIZG]
- Emergency shutdoun

“FOI 0/ Emergency shurdomn”

[0}
FFOIDA]
- Emergency shutdoun

“Anomatic stan#3”

<F DI 877 Stop category 0

n

[E]

- Stop category 0

Bl

- Automatic start

"1 CIP Safary Dupn’

]

n

“Mstomatic star#s”
- CIP Safety Output
CIF Safety [1-6]

o

- Putomatic start
m r

“17 CIP Safary Dupn’

]

n

“Astomatic star#4”
- CIP Safety Output
CIF Safety [1-7]

nm

- Putomatic start
m r

Checking the Configura

tion

The Turck Safety Configurator checks the created configuration for logical errors, which meas, the
logical wiring of the single components in the release circuits is checked. The configuration check
does not consider double allocation etc.

= Start the check using the "Check configuration"-button.



Configuring the device with Turck Safety Configurator

24 Loading the Configuration into the Safety Module.

» Stop the safety module using the "Stop"-button.

» Download the configuration created in the software to the device by using the button "Send
configuration” — “PC -> Monitor".

Configurator for safety monitor - [Test] - [] = x
o' '
= g B w
Tile Manitar PC-> Context
hatizontally - operations = Maonitor.., ~ help -
Wfird o Monitor B Monitar-» PC ... ~
- o n =] B PC -= bonitor .. - o n
- -

"4 CIP Safety Inpur”

—
“FSO0 0 Stop category 0 - SEDXBIF Stop category 0
E] .
i 3 041 3
3 . CIF Safety hpat 3

Fig. 8: Send configuration ,PC->Monitor”

» Enter the password for the configuration.

During the first download of a configuration to the device, the standard password "SIMON" has to
be changed.

NOTE
ﬂ If the device is reconfigured, a new password has to be assigned. This password, must be
known only to the responsible authorized safety representative.

241 Change Password

» Enter a new password for the application in the "Password dialog".

Password dialog E3

Enter password:
Enter new password:

Repeat new password:

Fig. 9: Entering a new password.
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2.5
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Checking the Configuration

» Confirm the "Information" dialog with "OK" and confirm the configuration validation in the dia-
log box "Configuration validation".

» Enterthe name of the authorized person who is in charge of the validation and enter a password.

[a]u]u]u]
000l
000z
0003
0004
0o0os
0oos
ooo7
[u]u]u}:]
ooos
o010
0011
001z
0013
0014
0015
0o0le
o017
ools
o012
00z0
0021

- o EX

CONFIGURATION
Ident: "Test"
EEEEEEEEEE LA
Monitor Secti
EEEEEEEEEE LA
Monitor Versi
Config Struct
PC Versiom:

Dovnload Time
Hot Validated,
Diag Freeze:

Error Unlock:
EEEEEEEEEE LA
Device Sectio

EEEEEEEE L L L

Huwber of Dew

Configuration validation

I ensure that T will check the

plaintesxt log of the monitar

and the functionality of the
connected sensars,

Enter wour narne:

Turck

Enter password:

****l

Cancel

=TT

Subtype: no local acknowledge

Fig. 10: Configuration release

The configuration log is part of the safety documentation of the machine.

EEEEEEEE L L L

EEEEEEEE L L L

EEEEEEEE L L L

EEEEEEEE L L L

Mo b 0 MO W -] Mok WM O

-1

(=)

Ll

> Copy the plain text log to a text editor, save, print and archive it.

or

» Save the configuration log as text file via "Monitor operations — configuration log — save as...",
print and archive it.

ﬂ NOTE

Chapter 5.8 of the software's online help contains a detailed description of the structure
of the configuration log.

Information

WALIDATED:

Configuration successfully validated!

20180124 10:34 BY: "Turck" CODE: 4C36

Activate protective operation for the safety monitor?

Mo

Fig. 11: Releasing the Configuration

= Closing the dialog box with "Yes" activates the protective operation of the device (safety moni-
tor). The device is started.
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Configuring the device with Turck Safety Configurator

= After the configuration release, the device is in diagnostics mode.

NOTE

ﬂ The CIP Safety section at the end of the configuration log contains the CIP Safety Config-
uration Signature with ID and time stamp which have to be entered in the EtherNet/IP™
PLC software, s. Configuration Signature vergeben (page 35).

= Plaintext log of the monitor - oI E3
0130 FDI &/7: not used or available oA
0121 FD¥ 475: Safety Output (P 1
0132 FD¥ &6/7: Safety Output (P} 4
0133 FS80 0O: Safety Output (P} =
0134 F30 1: Safety Output (P} 4
0135 £

5

Output Beference List

"l1-& CIP Bafety Outpuc"
"1-7 CIP Bafety Outpuc"

0144 Instance 1, byte 1, bit &: dewice: 17
0145 Instance 1, byte 1, bit 7: dewice: 1a

0148 Talidated: E018-01-Z4 10:34 by: "Turck" code: 4036 count: 1
0143 End of Configquration

Fig. 12: CIP Safety Configuration Signature

2.6 Loading the Diagnostics Configuration

If the diagnostics are activated, the TSC shows the state of the safety I/Os.

- ] Configurater for safety manitor - [ ---> Maoniter enline diagnostics <---] - O x

St | Edit  Display
;v 5 o = B N

Save Qpen Monitar Check Undo Tile Stop Stop Manitor PC-» Context
configuration = workspace settings  configuration horizontally = diagnostics + operations ©  Lonitor . help -

File Canfiguration Mindaws Monitar Help -~

1@ FSO 0 Stop category 0 -» 1, 0SSD - o BB | @ FDx /7 Stop category 0 -» 4, 0SSD - o IE3

] »

11 CIP Safety Input” T4 CIP Safety Input

(FS0 0 Stop categary O DX 64 Stop eategory 0°

1] ]
[#o-1] 3 -] L
- CIP Safety hpst 5 - CIP Safety hpst 3
] ]
Automatic start ad Atomnatic start ad
< ] » < ] »
G FSO 1 Stop category 0 -» 2. 0SSD - o EEM| = 1-6 cp safety Output -> 63, OSSD - o IE2

01 CIP Safety Input” "FOI 273 Emergency shuidown”
$F 50 1 Stop oategory 0

Lo
FFOIZO]
Emergency shutdoun

I

1] iG]

- CIF Safety Quipur

$top category D CIP satey [1-6]

o i ] » < i ] v

1@ FDX 4/5 Stop category 0 -> 3. OSSD - o EEM| ~ 17 P Safety Output -» &4, 055D - o IE3

"1 CIP Satery Duput’
= =
e
- CIP Safety Dutpur
CIP Safaty [1-7]
2 - Automatic start 2

f] m v <[ m r

13 CIP Satety Inpun” "FDI 071 Emergeney shutdoun”

m

Emergenoy shutdoun

“Automatic startd4”

oy

0; Di

Fig. 13: Released configuration, diagnostics configuration loaded
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2.7 Customizing the Configuration

The standard configuration in the Turck Safety Configurator can be customized in order to meet the
requirements of different applications.

2.7.1 Customizing a Standard Application (Preliminary Considerations)
1 Whatis needed?
Definition of amount and type of the required in- and outputs
Which components are used for the safety function:
electromechanical components
electric components
dual channel switching
antivalent switching
components with semiconductor OSSD output

2  Where will the components be placed??

All red-labeled M12-connectors on the left side of the TBIP-L...-FDIO1-2I0L are designed for con-
necting safety components.

In the standard configuration, the two lower M12-connectors (C2 and C3) are configured as dual
channel SIL3-outputs. However, depending on the application, they can be used as SIL3-inputs. In
total, up to four dual channel safety related SIL3-inputs can be connected to the device.

Possible input configurations:

O
e Emergency shutdown — =2
L s 510
Safety guar OO
@) (@) c4
] { 2o — ]
o o)
@ @) 5
[“_THT] Two-handed operation g R
I .
o o)
g Module > O N O cé6
T Enabling device -. .-
@n (@) c7
? ey switch  Seee
;.:3: CIP Safety Input = I I IP Address
O O
& MO
P2
EE Fieldbus Bit

Fig. 14: Input configurations
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Configuring the device with Turck Safety Configurator

Possible output configurations:
m PP-switching
m PM-switching

@©)-
@M (@) c4
|
e (@) s
— .
@) cs
N .
oo
[ | 0000
:IH IP Address
P2

FE
Fig. 15: Output configurations

2.7.2 Setting-up an Own configuration

> Adapt the standard configuration of the safety channels in the Turck Safety Configurator under
"Monitor settings — Local 1/0".

Manitor settings E3
Monitor information | Local IO
Terminal Safety Safety Safety Safety Safety
SOUrcing sinking Input antivalent electronical
oubpuk oubpuk inpuk inpuk
FOI 0f1 .
FOIL 2/ .
Fao 0 .
Fao 1 .
D% 45 .
O 67 .

Fig. 16: Customized configuration of the local I/O
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» Close the dialog box with "OK".
= The configuration change is done.

= The software generates the new release circuits (OSSDs) if the following dialog box is closed with

Confirm E3

The configuration has been changed.
Should an automatic configuration be created
forthe unused safety inputs and outputs?

Mo

= Again, the CIP Safety in- and output bits are automatically assigned.

NOTE
ﬂ Release circuits (OSSDs) which are no longer used, have to be deleted.

New configuration (assignment of release circuits):

Inputs

FDX4/5 — 62. 0SSD (new release circuit for the input)

FDIO/1 — 64.0SSD

FDI2/3 — 63.0SSD

Outputs

FDX6/7 — 4.0SSD

FDX4/5 — 3.0SSD (no longer necessary, will be deleted,
see

FSOO0 — 2.0SSD

FSO1 — 1.0SSD

15



Configuring the device with Turck Safety Configurator

2.7.3 Deleting OSSDs

OSSDs which are no longer necessary are deleted in the software's Component Manager.

» Open the component manger via "Display — Window — Component manager"”.

- 0DesBA- Col

Start Edit Display
O B & ©

Wfind o Tile Zoom Language
harizontally - in -~ -
Device librany ¥

Configuration rmanager

Camponent manager
Strg+P =

Showe or hide cormponent ranager

B Frint manager

500 Stop

4

Help wiewer

=

Additional windows

1-1 CIP Safety Output -» 62, 055D

omatic start” o
1-6 CIP Safety Cutput -»= 63, 055D I 6 | - Stop &
1-7 CIP Safety Cutput -»= 64, 055D ° o
FOX 647 S t 0 -> 4 0350

/1 Stop category tomatic start
FDi 4/5 Stop cateqory 0 - 3, 055D (1]
F20 1 Stop categorg 0 - 2, OS50
F20 0 Stop categorg 0 - L OS50
=1

Fig. 17: Open the component manager

» Delete the release circuits (OSSDs) which are no longer used in the component manager (in this
example OSSD 3).

Component manager n

CIP Safety

Sork: CIP Safety

: Carmponent manager
> e #0-1--»1,0550: [14]'F30 0 Stop cakegory 0° - Sk
-

CIP Safety

== #0-2--2.0550: [15]"F30 1 Stop category 0" - Sko

Sork: CIP Safety

. #0-3-->3,0350: [16]'FD% 4/5 Stop category 0" - SH

#0-1--=1,0550: [13]"F50 0 Stop category 0" - Stop cakegory |

B oo s #0-4--=4,05500 [17]"FD% 6/7 Stop category 0" -SY

#0-2--=2,0550: [14]'F50O 1 Stop category 0" - Stop cakegory |
- % ©  srDy 4/5--=41-1: [0]'FD 45 Emergency shukdow

#0-4--=4,0550: [16]"FD¥ 6/7 Stop category 0" - Stop categor
#FDI 213--=#1-6: [1]'FDI 2/3 Emergency shukdowry

Iz

#FDY 4/5--=#1-1: [0]'FDX 4S5 Emergency shutdown” - Emerge

Iz

#FDI 0f1--=#1-7: [2]"FDI 01 Emergency shukdowry
#FDI 2f3--=#1-6: [1]"FDI 213 Emergency shukdown” - Emerger

#FDI 0f1--=#1-7: [2]"FDI 0f1 Emergency shukdown” - Emerger

Fig. 18: Deleting OSSDs
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2.8 Application Example

Emergency Stop at FDIO/1 at CO (64. OSSD),
Light grid (AOPD) at input FDI2/3 at C1 (63. OSSD),

Non-safety channels at C4 - C7 will be switched on permanently via the internal safety outputs (1.
and 2. OSSD),

Output FDX4/5 at C2 (3. OSSD) is switched off if the emergency stop and/or the light grid are acti-
vated,

Output FDX6/7 at C3 (4. OSSD) is switched off, if output FDX4/5 is switched off, .The out-
put state is transferred to the F-CPU.

Release of the complete safety function via a release bit in the F-CPU (3. OSSD),

The application example is based on the standard configuration.

Manitor settings E3
Monitor information | Local IO
Terminal Safety Safety Safety Safety Safety

SOUrcing sinking Input antivalent electronical
oubpuk oubpuk inpuk inpuk

FOI 0f1 .

FDI 2/3 O

Fao 0 .

Fao 1 .

D% 45 .

O 67 .

Fig. 19: Standard configuration of the local I/O
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Configuring the device with Turck Safety Configurator

2.8.1 Add emergency shutdown in 64.

OSSD

The release circuit remains unchanged as it corresponds to the standard configuration.

Emergency shutdown at SIL3-input FDIO/1, assigned to CIP Safety output bit 1-7.

== 1-7 CIP Safety Output -» &4, OSSD

“FOI 04 Emergency shutdown®
-]

il

El
FFOIDA]
- BEmergency shutd own

| I

"Automatic startd4”

19 |

oo

- Autormatic start

Fig. 20: 64. OSSD with emergency shutdown

282 Light grid (AOPD) in 63. OSSD

"1-7 CIP Safay Oupat”

P
Y
[17]

- CIP Safety Output
CIP Safety [1-7]

» Delete the input element "Emergency shutdown".

- - ER
=

m

» Define the input as Safety electronical input in "Monitor settings — Local I/0".

- 0D sHBA- Configuratar for safety monitar - [Test] - []
18- Start Edit. Display
2 g F v =] oo |m| & x?
Save QOpen Monitar Check Unda Tile Start Stop Monitor BC-» Context
configuration = workspace = settings onfiguration hotizontally = dizgnostics < aperations © Moritor .. help -
File Confighwagion Windou Monitor Help

@ FS0 0 Stop category @ -» 1. OS5D

- o n‘ B8 FDX 6/7 Stop category 0 -» 4, 0SS0

~

- o ER

Safety
it

antivalent

Safety
electronical
input

Safety

input

Cancel Help

tegory 0"

jgory 0

117

ifety Dutput
ey [1-6]

atery Oup

==

18]

- Automatic start

'D-1 CIP Safety Input*
Monitor settings
=4
o
5] Moritor information | Local [0
-1
- CIP Safety by
v bR i Terminal Safety Safety
Ao, sourcing sinking
1 outpuUt output
.
FDIOJ1
- Autor]
<[ I
FDI 2/3
@ F50 1 Stop category @ -> 2. OS5D
02 CIP Safety Input”
=4
o
4]
=)
- CIP Safety hpot
.
— Fson
. FS0 1 .
- Autor FOU 4i5 0
<[ It
@ FDX 45 Stop category 0 -» 3. 055D FOX 6/7 0)
D3 CIP Safaty Inpur”
=3
>
2]
#0-3
- CIP Safety hput
“Autom i ST, T
e |
[

REGENTE STt

[C]

-CIp
cip

Putomatic start

Safaty Output
satery [1-7]

i

18
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» Select the light grid from the Device library and add it to the release circuit (OSSD) instead of the
emergency shutdown.?

The Device library is opened via "Display — Window — Device library".

- DhaesB- Canfiguratar for safety monitor - [Test] - [] - 0 »
18- Start | Edit  Display

g 5 ’ E ¢ f) E oo [ | Monitor operations - k‘?

Save Open Monitor Qutput Check Undo Mews Tile Shart Stop Contesxt
configuration = workspace ~ settings  assignment configuration - window  horizontally diagnaostics ~ help -

File Configuration Window Monitar Help ~
Device library a x
A
1 Monitaring devices = 1-6 CIP Safety Cutput -» 3, OSSD - o IEH

- B Emergency shutdown ARPOAT

. H Safety guard ﬁ ] [ ]
/ ’ [~r§)‘]m] _
] [ - ADPD

"4 CIP Safay Ou|

=

ADPD

1171
“Automaic stat#s”
el Twvo-handed operation

g Module ™

T Enabling device - Amomatic start

- CIP Safety Output
CIP Safery [1-6]

? key switch

wo e CIP Safety Tnput
=

@ HOP
ES Figldbus Bit

| Logic devices

[uis Tnkerface:

Fig. 22: Light grid (AOPD) in 63. OSSD

= The light grid at FDI2/3 is configured and assigned to CIP Safety output bit 1-6.

283 Switch-on Unsafe Channels Permanently (1. and 2. OSSD)

The non-safety channels at C4 - C7 of the device can be safe switched off via the internal safety out-
puts FSO0 and FSOT1. If they have to be switched on permanently, then FSO0 and FSO1 need a per-
manent switch-on condition (TRUE). The programming is done in the 1. and 2. OSSD.

» Delete the element "CIP Safety Input" in both OSSDs (1. and 2. OSSD) and replace it by a “TRUE"-
element from the device library.
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Configuring the device with Turck Safety Configurator

20

= Both internal outputs are permanently active.

LR = = Configuratar for safety manitor - [Test] - [] - 0O x
Start Edit Display
B Save configuration - & Manitor settings « Check configuration & Mewr window o - Monitar operations - k-?
& Openworkspace = Er Outputassignment = Undo - B Tile horizontally = = ?’]OTtEXt
el -
File Configuration Wifind oy tonitar He’Tp ~

Device library 1 X

A

| Monitoring devices

©  Emergency shutdown
{@ FSO 1 Stop category 0 -» 2, DSSD - o I EEH
:NI Safety guard
] [ AORD
i FS0 1 Stop category 07
@@ Twio-handed operation
g Module “Atamatic star# 1" 0

- Stop category 0
T Enabling device

[1
? ey switch X
- Atomatic: start

- wae CIP Safety Input A\

- DeB/- Configurator for safety maonitor - [Test] - [] - 0 x
- Start Edit Display

% 5 E q E E o0 n Manitar operations - k-?

Save Qpen Moglitor Qutput Che Undo Mew Tile Start Stop PC -» Monitar ... Context
configuration = workspace - seffings  assignment  configurdtion - window  horizontally - diagnostics ~ help -

File Configuration Mifind ooy Maonitor Help ~

- ol

Device library

~
6 Monitored start - safgfinput >

UF 50 0 Stop sategory 0"

“utomatic stan” 12

B - Stop categary 0

m
=
g
|
o
a
g
Z
@
E]

- FALSE

o]

- Autmatic start

w
i
A
T
El
o

@ F30 1 Stop category 0 -» 2.0

L]
2
i - o
TRLE B
- TRUE {F50 1 Stop category 0"
Bl Fouse -
z State of output switching ele o] > bl “tomatio stard® 3
[5-513]
State of messadgs output - Stop category O
- FALSE
[l
—» State of 0550
- Automatic start
b —)l State of devices before starl
v
= > k., @ o Ell =16. @ o El| =17. @ o EM| Barx. & o EN

Fig. 23: Permanent activation of FSO0 and FSO1.
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Switch-off of FDX4/5 if emergency shutdown or light grid activated

Output FDX4/5 at C2 (3. has to be switched off as soon as the emergency shutdown

at FDIO/1 (64. OSSD) or the light grid at FDI2/3 (63. OSSD) are activated. This means, the state of the
0OSSD 63 and 64 controls the state of FDX4/5.

» Delete "CIP Safety input" in OSSD 3.

» Select the element "Output F-CPU" in the Device library and place it at the third input of the func-
tion.

21
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» In the dialog box "State of output switching element x" select OSSD 63.

- DeB@- Configurator for safety monitor - [Test] - []

- 0 x
Start Edit. Display
B g /£ B v n =@ H co W

Monitor operations - k?
Sawve Qpen Maonitor Dutput Check Undo e Tile Start Stop PC - Manitor .. Context
configuration = workspace - settings  assignment configuration - window  horizontally - diagnostics - help -
File Configuration Windiowy Monitar Help
Device lbrary n X
—)6 Monitored start - device
H\‘ Activation via standard input
| 8 FD¥ 4/5 Stop category 0 -» 3. 035D - o lEHd
4\ Activation via device

| External device monitoring devices

- N%" EDM with standard input /

- N%L EDM with standard input dep “Putomatic startd2”
2

“F D 45 Stop categary 0"

113

- Stop categary 0
| System devices

il

®

g Color of all dewvices
TRUE

Bl rese

- Automatic start

4 z State of output switching ele

- DeBA- Configurator for safety monitor - [Test] - []

- 0 x
Start Edit Display
= & /+ B 2

Zawe Open Monitor Output Che, Unda
configuration = weorkspace - settings  assignment configurption -
File

E o0 | | Manitar operations -~ k‘?

TMews Tile Start Stop
window  horizontally - diagnostics -
Configuration Window

PC -» Monitar ... Context

help -
honitor Help A~
Device lbrary n x

6 Monitored start - device:

H. Activation via standard input
]

| @ FDX 4/5
->\ Activation via device

op category 0 -» 3. 055D - IEEE

o
1

| External device monitoring devices

F D 445 $top edtegary 0"

N%L EDM with standard input

et

w%‘ EDM with standard input der
2

State of output pwitching element 1 E3

| System devices

Diagnostics indesx
Color of sl devices Assignment;

Output
TRUE

*
<
3
Inverted: z
- FaLSE
z State of output switching ele

State of message output

— State of 055D Cancel Help

—). State of devices before starl

Uset devices
e —17. & o EH
> @rso, & oEl wrx., & o El| @érso. & o EB| =10, & o IEH

Fig. 24: State of output switching element OSSD 63

> Selectthe element "Output F-CPU" i

n the Device library and place it at the third input of the func-
tion.
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» In the dialog box "State of output switching element x" select OSSD 64.

W FDX 4/5 Stop category 0 -» 3. 055D - oI E3

o
[5-127]
[1-7 CIF Safety Output]
- State of output switching element Gd

"Sttof output switching e 81"
- > [0} 1
=
[5-513] 0]
- FALSE - 0R
“State of output switching ele”
z T gy = T 4\[?{ 45 Stop categary 0
21 1
[5-126] = — [*ZZ
[1-6 CIP Safety Output] ]
- State of output switching element 63 . . . 18]
_OR ‘Automatic sEtd2
- Stop category O
[ R ! 6 ] p category
[5-513] [#]
- FALSE - Aatomatic start

Fig. 25: State of output switching element OSSD 63 and OSSD 64

= The activation of the emergency shutdown at FDIO/1 or the light grid at FDI2/3 switches off out-
put FDX4/5.
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285 Switch-off FDX6/7 at C3 (4. OSSD), if output FDX4/5 is switched.

Output FDX6/7 has to switch off if output FDX4/5 (3. OSSD) switches off.
» Delete "CIP Safety input" in OSSD 4.

» Select the element "Output F-CPU" in the Device library and place it at the third input of the func-
tion.

> Inthe dialog box "State of output switching element x" select OSSD 3.

- DhsB8- FD3 6/7 Stop category 0 -» 4, OSSD - Configuratar for safety monitor - [Test] - ]

Start | Edit  Display - ﬁln
B & 4 B v " =| oo = B ?

Save Open Monitar  Qutput Check Unda New Tile Start Stop Monitor pC-3 Contest
configuration = workspace - settings  assignment  configuration - window  horizontally < diagnastics - operstions = Monitor .. help -
File Configuration Window Monitor Help P’
Devics library rx
~ - |% “FOX 67 Stop categary 0
> Moritorsd start - device i
|
Ackivation via standard input . )
ﬁ\ "o State of output switching element 1 E3
|
"\ Ackivation via device I
o
B Diagnastics index
{5 External device monitoring devices Assignment:
_ A

FDX /5 Stop category 0 e

N%L EDM with standard input

Tnverted: z
...... N%LZ EDM with standard input der
E System devices
...... @ Color of all devices
...... - Cancel Help

...... [ S

...... |Z State of output switching el

...... State of message output

—_Gate of OS50

Jua

Fig. 26: State of output switching element OSSD 3 in OSSD 4

= The state of 3. OSSD controls the output FDX6/7 in 4. OSSD.
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286  Release of the safety function via a release bit in the F-CPU

The release of the safety function is done using a release bit in the F-CPU. Therefore, an output bit
of the F-CPU is assigned to the output function in the 3. OSSD.

» Select the element "CIP Safety input” in the Device library and place it at the third input of the

function.
- DeA- FOX 445 Stop category 0 -> 3. 085D - Configuratar for safety rmonitor - [Test] - | - A x
8- Start | Edit  Display -z n
B & /4 B v " = o = 5 ?
Save Open Monitar  Dutput Check Unda Mew Tile Start Stop Manitor Context
configuration *  waorkspace ©  seftings  sssignment  configuration - window  horizontally = disgnostics - operations - help
File Configuration Window Monitar Help ~

v s .= i —

S 151271
Marnitoring devices 117 CIP Satety Oupur]
- Stae of output switching element 64

Emergency shutdonn

-]
> [
T safety quard

(o e

Two-handed i . —_—
[ L — > .

"Stfte of output suitching €41

E Module [5-126]
[1-6 CIF Safety Output]
- State of output switching element B3

D3 4/5 Stop category 07

T Enabling device

[EEE]

[eutomatic sard1” [e]

- $top sategory 0

s CIP Safety Input
>

|X| HoP
B Fildbus s

| Logic devices

[}

- FALSE

- Atomatic stan

o0
- CIP Safery Input

Tk or L

Pasl

Fig. 27: 3. OSSD with release bit from F-CPU

= After an error, the safety function will only restart if the emergency shutdown as well as the light
grid are error free and the release bit in the F-CPU is set.
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3 Configuring the device at CIP Safety (Rockwell Studio 5000)

3.7 Basic Information

The TBIP-Lx-FDIO1-2I0L has two IP addresses. One IP address (in the example: 192.168.1.110)
addresses the safety side (left side) of the device, the second IP address (in the example:
192.168.1.111) addresses the non-safety side (right side) of the device.

The TBIP-Lx-FDIO1-2I0L therefore has to be configured in the following two steps in the configura-
tion software of the safe Ethernet/IP™ PLC.

1Generic EtherNet/IP Safety Module: Module for the safety side
2 Generic EtherNet/IP Module: Module for the none-safety side

3.1 Used Hardware
TBIP-L5-FDIO1-2I0L
Allen-Bradley Controller: Compact Logix 1769-L30ERMS/A LOGIX5370

312 Used Software
RSLinx (Rockwell Automation)

Studio 5000 (Rockwell Automation)

3.2 RSLinx — Searching the Network for Devices

» Scan the network with RSLinx using the "RSWho"-function.

= The device responds with two IP addresses.
One IP address (in the example: 192.168.1.110) addresses the safety side (left side) of the device,
the second IP address (in the example: 192.168.1.111) addresses the non-safety side (right side)
of the device.

% RSLinx Classic Lite - [RSWho - 1] - O *
o= Fle View Communications Station DDE/OPC Security Window Help - 8 X
&l S8
¥ Autobrowse EE§| Browsing - node 192.168.1.93 found
EQ Workstation, MH-SUPPORT-4B
Efa Linx Gateways, Ethernet @
SR AB_ETHIP-1, Ethernet 192,168.1.110 192,168.1.111 192.168.1.22
J 192.168.1.110, Unrecognized Device, TBIP-L5-FDIO1-20L TBIP-L3-FDIO1-210L TBIP-L3-FDIO1-210L  1769-L30ERMS/ ...
)/ 182.168.1.111, Unrecognized Device, TBIP-L3-FDIO1-210L Eﬂ'
-l 192.168.1.22, 1769-L30ERMS LOGIX5370 SAFETY, 1769-L30ERMS/A LOGIXS K =

S 192.168.1.23, 1769-L30ER LOGIX5330ER, 1769-L30ER/A LOGIX5330ER 192.168.1.23 192.168.155 192.168.1.99
192.168.1.55, 1783-BMS10CGP Stratix 5700, 1783-BMS10CGP Stratix 5700 1763-L30ER... 1783-BMS10C...  1734-AENTR/B...
&) 192.168.1.99, 1734-AENTR/B EtherNet Adapter, 1734-AENTR/B Ethemet Ac

< >
For Help, press F1 NUM 10/26/17 | 10:41 AM

Fig. 28: RSLinx — two IP addresses per device
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3.3

28

Creating a New Project

» Start Studio 5000.
» Click "New Project" select the used Safety controller and enter a project name.
» Confirm with "Next".

Rockwell Software’

Studio 5000

[{ X
From Import
Search X
? From Sample Projed
Recent Projects . i
Compact GuardLogix® 5370 Safety Controller
'# Test_Catalog ’s TBIP_NEU D 1769-L30ERMS  Compact GuardLogix® 3370 Safety Controller
o Test_satety2 & TestzoiTos0s 9 View 1769-L33ERMS  Compact GuardLogix® 3370 Safety Controller
1769-L36ERMS  Compact GuardLogix® 3370 Safety Controller
1769-L37ERMOS Compact GuardLogix® 3370 Safety Controller
I Compactlogix™ 5370 Controller
I Compactlogix™ 5380 Controller
I Compactlogix™ 5480 Controller
I Controllogix® 5570 Controller
I Controllogix® 5580 Controller
I GuardLogix® 5570 Safety Controller hd
Name: | TBIP B ]
Location: | K\BUAS\PM_FAN\'SCHEUER\TBIP_Doku b | Browse...

Fig. 29: Studio 5000 - new project

> If necessary, adjust the settings in the "New Project" window and complete the project creation
using the "Finish” button.

& New Project ? *

1769-L30ERMS Compact GuardlLogix® 5370 Safety Controller

TEBIP

Revision 30 v

Security Authority | No Protection vi

Use only the selected Security Authority for authentication and authorization

Secure With Logical Name <Controller Name>

Bermission Set v |

Description:

ETE T T

Fig. 30: Completing the project creation
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= The project is created and opened in the RSLogix Designer.

& Logix Designer - TBIP [1769-L30ERMS 30.11]
File Edit View Search Logic Ci

ications Tools

Offline A. FRUN Path: [<none> v}‘
HNo Forces ».|E oK

No Edits

abed yeg

[ Power-Up Handler
=53 Tasks

£-68 MainTask

=t 7% MainProgram
-0 SafetyTask
& SafetyProgram
Unscheduled
Motion Groups
3 Ungrouped Axes
- dd-On Instructions
]3] Data Types

.- User-Defined

- Logical Model
=-453 /O Configuration
- 1769 Bus

.t [0] 1769-L30ERMS TEIP

Ea% Fthermet

4 H I k= JF M L e ) »
< » [\ Favorites £ AddOn £ Safely A Alarms X Bt X TmerC

Controller Fault Handler

.. 1769-L20ERMS TEIP

Fig. 31: New project in the RSLogix Designer
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Configuring the project in RSLogix Designer

Defining the Project Path

» Scan the network via "Communications" — "Who Active".

& Logix Designer - TBIP [1769-L30ERMS 30.11]

BEH & L @ [ WoAde ]

Select Recent Path...
Offline f. T RUN _
No F y | T OK Go Online
™ 7 Energy Stc
Upload...
No Edits 2= o Upl
Download

Program Mode
Bun Mode
Test Mode

[aﬁzd yz;@

Lock Controller

Clear Faults
Go To Faults

(-4 Motion Groups

Fig. 32: Calling the "Who Active" function

» Select the used controller.

File Edit View Search Logic Communications Tools Window Help

Iy T

None: v||

i = I N S G (T (B

Favorites £ Add-On A Safety A Alarms A Bt A Timi

» Click "Set Project Path" to define he project path for the project.

@ Whao Active (RSLinx Classic)

|
O
X

(A sutobrowse _

- Workstation, MH-SUPPORT-AB
EE?E Linx Gateways, Ethernet
E-&Z5 AB_ETHIP-1, Ethernet

7 192.168.1.110, Unrecognized Device, TBIP-L5-FDIO1-210L
7 192.168.1.111, Unrecognized Device, TBIP-L5-FDIO1-210L
182.168.1.22, 1769-L30ERMS LOGIX5370 SAFETY, 1769-L30ERM |Update Firmware. ..

CompactBus, CompactLs

ETY, TIP_NEU
[l 192.168.1.23, 1769-L30ER LOGIX5330ER, 1769-L30ER/A LOGIX5Z
ﬁ 192.168.1.55, 1783-BMS10CGP Stratix 5700, 1783-BMS10CGP 5t
a 192.168.1.99, 1734-AENTR/E EtherMNet Adapter, 1734-AENTR/B

< I >
Path: AB_ETHIP-11192. 168, 1. 22\CompactBus\0 Set Project Path
Path in Project: <none=

Fig. 33: Setting the project path

» Close the "Who Active" window.
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Adding the safety side
» Right-click onto "Ethernet" — "New Module".

& Logix Designer - TBIP [1769-L30ERMS 30.11]*

Edit View Search Logic Communications Tools Window Help

Y

File

AEH & 4B oo |
Offline f. T RUN

No Forces » ™ oK

Mo Edits

7 Energy Storage
2 = o

[aﬁzd yz;@

=3 Controller TBIP

Power-Up Handler

=5 Tasks

-3 MainTask

-3 MainProgram

SafetyTask

L% SafetyProgram

Unscheduled

=15 Motion Groups

Ungrouped Axes

dd-On Instructions

5] Data Types

-5 User-Defined

LT Strings

- Add-On-Defined

@, Predefined

-5 Module-Defined

rends

..... Ty, Logical Model

-5 1/0 Configuration
{1 1769 Bus

Import Module...

Discover Modules...

Path: IHB_EI'HIP-‘I\‘ISZ.‘I@.‘I.ZZ\Cmmad

4 [ = I S & A
£ ).Favori‘tes ‘ Add-On i Safeh

Paste

Ctrl+V

Properties

Alt+Enter

Fig. 34: Adding the device to the Ethernet via "New Module"
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Configuring the device at CIP Safety (Rockwell Studio 5000)

> Select the entry "Generic EtherNet/IP Safety Module" in the "Select Module Type" window.

Select Module Type

Catalog  Module Discovery  Favorites

|generi Clear Filters Hide Filters =
Module Type Category Filters ~ Module Type Vendor Fitters 2
Analog Allen-Bradley
CIP Motion Converter Advanced Energy Industries, Inc.
Communication Cognex Corporation
Communications Adapter W Endress+Hauser W
£ > £ >
Catalog Mumber Description Vendor Category
ETHERNET-ERIDGE Generic EtherMet/IP CIP Bridge Allen-Bradley Communication
ETHERNET-MODULE Generic Ethemet Module Allen-Bradley Communication
ETHERNET-SAFETYMO... Generic EtherNet/IP Safety Module Allen-Bradley Safety Other
ETHERMET-SAFETY-ST... Generic Etheriet/IP Safety and Standard Module Allen-Bradley Safety Other
£ >
4 of 560 Module Types Found Add to Favorites
[] Clese on Create Create Close Help

Fig. 35: Generic EtherNet/IP Safety Module

» Click "Create" and create a new module.
= The window "New Module" is opened.

» Assign a name for the new device and set the IP address (in the example 192.168.1.110).

B New Module *

General” Connection Safety Module Info  Port Configuration  Port Diagnostics

Type: ETHERMET-SAFETYMODULE Generic EtherM. ..
Parent: Local
Ethernet Address
Mame: TEIP
(O Private Network: 192.168.1. =
Description: =z
@ IP Address: 192 . 168 . 001 . FEE

Advanced...

Safety Network 415F_0220_4ECA ||,
Number:

10/26/2017 11:54:31.754 AM

Module Definition

Module Parameters Connection Parameters

Vendor: 1 Input Output

Product Type: 1] Assembly Assembly

Product Code: % Instance Instance Size

Revision: 1.001 Safety 1 199 1 (8-hit
Electronic Keying: Exact Match Safety 199 1 1 (B-bit
Input Data: Safety

Output Data: Safety Configuration Assembly Instance: 199

Data Format: Integer-SINT

Change ...

Status: Creating Cancel Help
Fig. 36: New Module - Setting name and IP address
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» C(lick "Change..." and set the "Communication Parameters" for the device.

Enter the following values in the "module” tab:

Module definition
Vendor 48
Product Type 100
Product Code 14056
Major Revision 2
Minor Revision 8

Elect

ronic Keying

Compatible Module

B New Mo

dule

General”  Connection Safety Module Info

Port Corfiguration

Port Diagnostics

192.168.1. =

192 . 168 . 001 . \S0]

Advanced...

415F_0220_4ECA || ...

10/26/2017 11:54:31.754 AM

Quiput
Assembly
Instance Size
199 1 (8-hit,
1 1 (8-bit

= 199

Cancel Help

Type: ETHERMET-SAFETYMODULE Generic EtherM. ..
Parent: Local
Ethernet Address
Mame: TEIP
(O Private Network:
Description:
(® 1P Address:
Safety Network
Mumber:
Module Definition
Module Parameters Connection Parameters
Vendor: 1 Input
Product Type: 1] Assembly
Product Code: 26 Instance
Revisid podule Definition* X
Electrgy
Inputd  Module  Connection
Outpu — \
Vendor: 48 5
Data F Product Type: 100 5
Product Code: | 14056 5
Major Revision: 25
Minor Revision: 85
Status: Creat
Electronic Keying:
Input Data: Safety s
Output Data: Safety s
Data Format: Integer-SINT L5l
Cancel Help

Fig. 37: Module Definition — Module

» Set the following values for the Assembly Instances in the “Connection" tab.

Input Output Size
Assembly Assembly (8-bit)
Instance Instance
Safety Input 1024 1279 8
Safety Output 1279 1056 8
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Configuring the device at CIP Safety (Rockwell Studio 5000)

Configuration Assembly: 1088

Medule Definition™ *
Module Connection
Input Output size
Assembly | Assembly ;
(B-bit)
Instance | Instance
Safety Input: 1024 5 1279 % 8%
Safety Output: 1279 5 1056 5 8%
Configuration =
Assembly Instance: fiose -
Cancel Help

Fig. 38: Module Definition - Connection

> Accept the entries with "OK".

» Confirm the changes in the module properties with "Yes".

Legix Designer

These changes will cause module data types and properties te change.
Data will be set to default values unless it can be recovered from the existing module properties,
Verify medule properties before Applying changes.

Change module definition?

Yes ] No

Fig. 39: Logix Designer — accepting the module properties

» Click "OK" in the "New Module" window.

» Click "OK" to confirm the following note.
Leogix Designer

Failed to set Configuration Signature.
Mo value entered for the Configuration Signature 1D,

Fig. 40: Note - Configuration Signature
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Assigning the Configuration Signature

The Configuration Signature serves is used by the Controller to clearly identify the safety device and
assures that the configured device matches the connected device concerning the configured safety
function. The Configuration Signature is generated by the Turck Safety Configurator and is part of

the configuration log in the Turck Safety Configurator ((siehe Seite 13)).

NOTE

The time stamp in the configuration protocol of the Turck Safety Configurator is calculated

depending on the system time (local time) of the computer on which the software is
installed. The time in RSLogix Designer is though based on the UTC. Therefore, a conver-
sion of the system-time based entry in the protocol to the UTC is necessary.

In the example 1 hour has to be added to the CET (Central European Time).

= Klartext-Protokoll des Monitors

0130 FDI &/7:
0131 FDX 4/5:
0132 FDX &/7:
0133 FS0 0:
0134 FSO 1:

Safety Output (B)
Safety Output (B)
Safety Cutput (P)
Safety OCutput [(B)

Configuration Signature:
ID: C3C3CBES

not used or available

Timestamp: 2017-10-17 14:37:00.000 UTC

(LBIS s e ke e o e e o e e ko e o ke e o e e o e o e e o e el o e ol o ool e o o o o e o ok e e ok

0142 Output Reference List B Mew Module x
o143
31:: i:::::z: i: :;E: i: :;E | \General* Cormection® Safety™  Module Info*  Part Corfiguration®  Port Diagnostics™
DLAE bbb b
CILAT e s e Connection | Requested Packet | Connection Reaction|  Max Observed
0148 ':'allda_tet - ) 2| Type Interval (RPI) (ms)|  Time Limit (ms) | Network Delay (ms) €
i Cottror o PETonc Safely Input = 40 [FReset Advanced...
afety Output 20 60.0 | Reset
Configuration Ownership:
eset Ownership . *+
Ccn guration Signature:
ted [ com
DateN| [17.10.2017 [FRd Paste
Time: 000 - ms
Status: Creating Cancel Help
Fig. 41: Entering the Configuration Signature from the configuration protocol
Examples for calculating:
CET UTC CEST UTC
(winter time) MEZ +1 Std. (summer time) CEST + 2 hours
1:34:00.000 PM 2:34:00 PM 000 AM 1:34:00.000 PM 3:34:00 PM 000 AM
Minnesota, USA (CST) UTC Minnesota, USA (CDT) UTC
CST - 6 hours CDT -5 hours
2:34:00 000 PM 8:34:00 000 AM 2:34:00 000 PM 7:34:00 000 AM
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Configuring the device at CIP Safety (Rockwell Studio 5000)

343  Going Online with the Controller
» Click "Offline" — "Go Online".

» Load the configuration into the controller by pressing the "Download" button in the "Connected

To Go Online" window.

> Execute the download in the "Download" window by pressing the "Download" button.

ﬁ Logix Designer - TBIP [1769-L30ERMS 30.12]%

File Edit View Search Logic Communications Tools Window Help

No Edits Upload... 4

BESEH & % | V] &
Offline 0. 7 RUN [ | path: [ AB_ETHIP-1\192.168.1.22\Compi
No Forces I Go Online I | @

Safety Unlocked Download \ [\ Favorites 4 Add-On £ Sal

Controller Org — Connected T Go Online
i EIS Contro RunMod|  Options  Gene Date/Time Major Faults  Minor Faults  Project  Monvolatile Memory
i Test Mod
e} Condition: The opkn project has offline changes that arent in the controller.
Eisagiau Connected Controller:
Ge To Fay . TEIP
Controller Typk:  1765-L30ERMS/A Compact GuardLogix® 5370 Safety
Controlle Comm Path: \ AB_ETHIP-11192.168.1.22\CompactBus\0
£ Safetyrase— Serial Number: \GOADES02
! B SafetyProgram Security: Protection
B (Offline Project:
Controller Name:
Controller Type:  1765-LY)ERMS Compact GuardLogix® 5370 Safety
il o CANSCHEUERNTEIP _Doku\TBIP.ACD
Download *

Download offine project TBIF' to the controller,

Connected Controller:

MName: TEIP

Type: 1769 30ERMS /A Compact GuardLogix® 5370
Path: AB_ETHIP-11192, 168, 1. 22\CompactBus'0
Serial Number:  60ADBI02

Security: Mo Protection

3 DANGER.: This controller is the system time master. Servo axes in
synchronized controllers, in this chassis or other chassis, may be
turned off.

I, DANGER: Unexpected hazardous motion of machinery may occur. Upload ; Select File...

Cancel

Help

Some devices maintain independent configuration settings that are
not loaded to the device during the download of the controller,

Verify these devices (drives, network devices, 3rd p products)
have been properly loaded before placing theedhtroller into run
mode.

Failure to load proper copfigdration could result in misaligned data
and unexpected gauwirMent operation.

o ]| | cone Help

Fig. 42: Downloading the configuration into the controller

= The download is executed.

= The TBIP-Lx-FDIOP1-2I0L (ETHERNET-SAFETYMDOULE TBIP) in the project tree is faulty.

B@ 1/0 Cenfiguration
-0 1769 Bus

E| == Ethernet
-t 1769-L30ERMS TBIP

[ RETHERMET-SAFETYMODULE TEIP

Fig. 43: Error at the TBIP-Lx-FDIOP1-2I0L
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» Open the Module Properties by double-clicking the device entry in the project tree.

= The fault is specified under "Module Fault" in the "Connection" tab:
"Safety Network Number Mismatch".

Assigning the Safety Network Number

The Safety Network Number clearly assigns the safety I/0O module to one CIP Safety Controller.

In case of several controllers in one network, this inhibits an unintentional access of another control-

ler to the safety device.

Copying the Safety Network Number from the controller

>» Go offline.

» Open the "Controller Properties".

» C(lickto"..." right to the Safety Network Number in the "General" tab and open the "Safety Net-

work Number" window.

> Use the "Copy" button to copy the Safety Network Number and close the window with "OK".

File Edit View Search Legic Communications Tools Window Help
El=N= = \ v A% G kL VE v 8
Offline .| Run WSS | poth: [AB_ETHIP-1112.162.1 22\CompactBus\0 w | &
Mo Forces = r Ok 5 @
t
Mo Edits 2 10 Lreses 4 4
Safety Unlocked 5.4 [\ Favorites 4 AddOn & Safely A Alarms & BR & Timerc
¢ Controller O > 1 =
ontroller Urganizer @ - | = H 72 ‘
(=45 Controller TBIP
[ Controller Tags Nonvolatile Memory Capacity Intemet Protocol Port Configuration Network Security Alam Log
-.[.3 Controller Fault Handler General Major Faults Minor Faults Date/Time Advanced SFC Execution Project Safety
-7 Power-Up Handler
55 Tasks \ Vendor: Alen-Bradiey Safety Network Number X
58 MainTask Type 1763-L30ERMS Compact GuardLogic® 53
-8 MainProgram 0,012 Format
= @ SafetyTask (®) Time-based Generate
=-(B SafetyProgram Name: [TBIP 10/26/2017 11:12:26 205 AM
{23 Unscheduled
=-E3 Metion Groups Description: d das O Manuzl
-7 Ungrouped Axes l:l (Decimal)
-3 Add-On Instructions
=453 Data Types Number:
- User-Defined nenes 415F_{11F9_C55D {Hex)
[ Strings o i =
[ Add-On-Defined Paste
. 3 Safety Network
L3 Predefined Jafety N A415F_01F9_C550 |:|

%Module-De‘Fmed
{77 Trends
T, Logical Model
-4 1O Configuration
=0 1769 Bus
§R [0] 1769-L30ERMS TBIP
=25 Ethemet
-l 1769-L30ERMS TBIP
W ETHERNET-SAFETYMODULE TEIP

m

10/26/2017 11:12:26 205 AM

Cancel Help

OK Abbrechen Ubemehmen Hiffe

TE= Contreller Organizer iy, Logical Organizer
Ready

Fig. 44: Copying the Safety Network Number

RSLinx Edition: Classic
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Configuring the device at CIP Safety (Rockwell Studio 5000)

Assigning the Safety Network Number to the TBIP-Lx-FDIO1-2I0L

» Open the "General" tab in the "module Properties and open the "Safety Network Number" win-

dow by pressing the "..." button.

» Use the "Paste" button paste the controller's Safety Network Number into the module configu-

ration and close the window with "OK".

General  Connection Safety Module Info  Port Corfiguration  Port Diagnostics

Type: ETHERMET-SAFETYMODULE Generic EtherM. ..
Parent: Local

Ethernet Address
MName: | TEIP |

(®) Private Network:

Description: L

Safety Network Number *

Format:

(@) Time-based
10/26/2017 11:54:31.754 AM

Generate k

192.168.1.| 111 =

Advanced...

415F_0220_4ECA EI

10/26/2017 11:54:31.754 AM

(O Manual
Module Definition |:| (Decimal)

Module Parame

Vendor: Humber:

Product Type: (Hex) Copy Assembly

Product Code: 4 SRR Fiad

Revision: 3 1279 8  (8-bit

Electronic Keyi — 1056 8  (8-hit

et &

Input Data: B

Output Data: nstance: 1088

Data Format: e Help Change ...
Status: Cffline Cancel Apply Help

Fig. 45: Copying the Safety Network Number to the module properties
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Reset Ownership

» Goonline.

» Click "Reset Ownership" in the "Safety" tab in the "Module Properties" and confirm all upcoming

warnings with "Yes".

& Module Properties: Local (ETHERMET-SAFETYMODULE 1.001) = E=h(=<=
General Connection Safety  Module Info  Port Configuration  Port Diagnostics
Connection | Reguested Packet | Connection Reaction Max Observed -
Type Interval (RPI} (ms} Time Limit (ms) Network Delay (ms)
Safety Input 1 40 72]_Reset Advanced...
Safety Output 20 60.0 77| Reset
Configuration Ownership: 72
Reset Ownership | | &
Configuration Signature:
teo [ coor
Date: |17.10.2017 @ Paste
Time:  [13:37:00 H oo ms
Status: Faulted OK Cancel Apply Help

'Fig. 46: Reset Ownership

» Open again the "Safety Network Number" window in the "General" tab.

» Press the "set" button to write the Safety Network Number to the device and confirm the writing

by pressing the "yes button" in the "Safety Network Number" window.

General Connection  Safety Module Info  Port Corfiguration  Port Diagnostics

Type: ETHERMET-SAFETYMODULE Generic EtherM...
Parent: Local
Ethernet Address
Mame: | TBIF
Private Network: 192.168.1.| 110 =
Description: S
e tumes L ]
Fomat Advanced...
@ Time-based Generate
10/26/2017 11:12:26.205 AM i 415F_01F9_C550
(O Manual 10/26/2017 11: 1426, 705 &
l:l {Decimal)
Module Definiti
Module Paran  Mumber:
Vendor: 415F_01F9_C55D {Hex) Copy
Product Typg
Product Cod Instance Size
Revision: = e 1279 8 (8-hit
Electronic Kef ric] 1056 8  (Bhif
Input Data: 3
Output Data: Instance: 1088
Cancel Helo
Data Format;
Change ...
Status: Faulted 0K Cancel Apply Help

Fig. 47: Writing the Safety Network Number to the device
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= The Safety Network Number now clearly assigns the device to the CIP Safety Controller and the
device is running.

& Logix Designer - TBIP [1769-L30ERMS 30.12]

File Edit View G5Search Logic Communications Tools W

B & LR oo

Rem Run [ ™ Run Mode Paih:E
No Forces . :CorimlerDK
Energy Storage OK P —
fulhs 2| m 00K
aa

ontroller Fault Handler
ower-Up Handler
-3 Tasks

-3 MainTask

: U8 MainProgram

Add-On Instructions

@ Data Types

.. User-Defined

L strings

L Add-On-Defined

L Predefined

L Module-Defined

Trends

Ty, Logical Model

-3 1/0 Configuration

5 1769 Bus

- [0] 1769-L30ERMS TBIP
=25 Ethernet

[E= Controller Organizer T, Logical Organizer |
Fig. 48: Logix Designer — device running
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Reading Process Data
» Open the "Controller Tags" in the project tree by double-clicking the entry.

- 8 X

<

& Logix Designer - TBIP [1769-L30ERMS 30.12]* - [Controller Tags - TBIP(controller)] - O
File Edit View Search Logic Communications Tools Window Help
AFEE @ Jme oo [ Jang B VRE QA | [sebmae. 18
Rem Run i/ | :RmMode d Path |AB_ErH|P—1\1521m122\{h.padau\n vl‘
No Forces »_| I Controller OK {p
No Edts g:ms‘m‘”‘ R S S T »
Safety Unlocked o3 < > % Favorites A4 Add-On Safety Alarms. Bit TimeriC
Soope [EETBP v Sow MTes ][ e s it
Name =2|~ | Value & | Force Mask & | Style: Data Type Class Description
-[7] Power-Up Handler z I:::
E]"@gb Decimal
268 MainTask -
. % MainProgram o Deu.'nd
SafetyTask 1] Decimal
H L3 SafetyProgram Ll Decimal
.23 Unscheduled 0 Decimal
-5 Motion Groups o Decimal
i [ Ungrouped Axes i Decimal
Add-On Instructions a Decimal
5] Data Types 0 Decimal
.3 User-Defined
L Strings Decimal
.08 Add-On-Defined 0 Decimal
Cjf, Predefined 0 Decimal
; @Mudule-Deﬁned a Decimal
Trends 0 Decimal
Ty, Logical Model o Decimal
@@ 1/0 Configuration i Decmal
il 1769 Bus [ Decimal
i @ [0] 1769-L30ERMS TBIP o Decimal
-2 Ethernet .
- 1750-L30ERMS TBIP ° Decimal
B ETHERNET-SAFETYMOL v ° Do
e E Deems
[ Decimal
[t= Controller Orga... s, Logical Organiz... || 47 v\ Monitor Tags £ Edit Tags <
RSLinx Edition: Classic )

>

Be=lE

BEHEHEE

Fig. 49: "Controller Tags" in the project tree

= The access to the input data (TBIP:l) and output data (TBIP:O) is possible.
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Adding the non-safety side of the TBIP-L5-FDIO1-2I0OL to the project

>» Go offline.

» Right-click onto "Ethernet" — "New Module".

6 Logix Designer - TBIP [1769-L30ERMS 30.12]% - [Controller T

& File

Edit View Search Logic

Communications T

BEE & & BE oo

Offline [, ™ RUN
No Forces » ™ oK
= [T Energy Storage
Cr -
Safety Unlocked B.a

abed yeig

Fig. 50: Adding the device to the Ethernet via "New Module"

-5 Controller TBIP
: ontroller Tags
ontroller Fault Handler

L% SafetyProgram

-3 Motion Groups
ngrouped Axes
Add-On Instructions
5 Data Types
: L User-Defined
L strings
L Add-On-Defined
% Predefined
7. Cjp Module-Defined
Trends
Ty, Logical Model
-3 1/0 Configuration

. £ 1769 Bus
- [0] 1769-L30ERMS TBIP

] <>

Import Module...

Discover Modules...

2 Paste Ctrl+V
Properties Alt+Enter
Print 4
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» Select the entry "Generic EtherNet/IP Module" in the "Select Module Type" window.

Select Module Type

Catalog  Module Discovery  Favorites

|gener Clear Filters Hide Filiers 2
Module Type Category Filters ~ Module Type Vendor Fitters 2
Analog Allen-Bradley
CIP Motion Converter Advanced Energy Industries, Inc.

Communication Cognex Corporation

Communications Adapter W Endress+Hauser W

£ > £ >

Catalog Mumber Description Vendor Category
1407-CGCM-DLR Combination Generator Control Module, 2-Port Allen-Bradley Cther
ETHERNET-ERIDGE Generic EtherMet/IP CIP Bridge Allen-Bradley Communicatil

Generic Ethemet Module Allen-Bradley

ETHERNET-SAFETYMODULE Generic EtherNet/IP Safety Module Alen-Bradley Safety, Other
ETHERMET-SAFETY-STANDAR... Generic EtherMet/IP Safety and Standard Module Allen-Bradley Safety Other

£ >

5 of 560 Module Types Found

[] Clese on Create

Create

Add to Favorites

Close Help

Fig. 51: Generic EtherNet/IP Module

» Click "Create" to create the new device.

= The window "New Module" is opened.

» Assign a name to the new device in the "New Module" window, set the IP address (in the exam-
ple 192.168.1.111) and enter the following values for the data format (Comm format) and the

Assembly Instances:

New Module *
Type: ETHERMET-MODULE Generic Ethemet Module
Vendor: Allen-Bradley
Parent: Local
Name: |TBIP_unsafe Connection Parameters
Assembly )
Description: | Instance: Size:
Input: 80 = (16bi)
Output: % [ uebn)
Comm Forrnatl Data - INT ~ | -
B Corfiguration: 0 = (8-bit)
Address / Host Name I:
(@) IP Address: | 152 . 168 . 001 . 111 |
(O Host Name:
[ Open Module Properties Cancd Help

Fig. 52: New Module - defining the data format and the Assembly Instances

> Accept the entries with "OK".
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» Adapt the RPI time in the "Connection" tab.

General Connection  Module Info

Requested Packet Interval (RPI): | {1.0- 3200.0 ms)

[ Inhibit Module

[ Major Fautt On Contraller  Connection Fails While in Run Mode:
[] Use Unicast Connection over EtherMet/IP

Fig. 53: New Module - adapting RPI

» Go online and download the project to the controller by pressing the "Download" button.

» Confirm the download warning by pressing "Download" and switch back the controller to
"remote Run" by pressing "OK".
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